APPROVAL, DI STRI BUTI ON, REVI SI ONS

Upon approval this Adm nistrative Conputing D saster Contingency
Plan will be distributed to:

D saster Recovery Coordi nat or

D saster Recovery Team Leaders

Director of Canpus Security

| nt ernal Audit or

Director of R sk Managenent

Of-site location where conputer backup files and
document ati on are stored

ouhwnhE

When updat ed copies of this Plan are distributed, the superseded
version rmust be conpletely destroyed. 1In the event of a D saster
everyone nust be working fromthe sanme docunent revision. The
LSSU Di saster Recovery Coordi nator (named in Appendix A will
ensure all old copies are returned and destroyed as revisions are
publ i shed.



Pr ef ace

Thi s docunent details the Lake Superior State University D saster
Contingency Plan for Adm nistrative Conputer Processing Resources.
The docunent provides information on the existing facilities and
configurations of conputer equi pnment and conputer software used to
support mai nframe conputer based adm ni strative business
applications.

Thi s docunent also details the |l evels of disaster catered for and
the specific recovery procedures that nust be foll owed (and by
whon) in the event of a Mnor, Major or Catastrophic D saster.
Thi s docunent also details the critical applications that nust be
recovered during a disaster to support critical University
functions.

For purposes of this docunent the Data Center is defined as the
roomthat houses the Adm nistrative Conputing mai nfranme conputers
and is located in the Admnistrative Conputing area of the Center
for Applied Sciences and Engi neering Technol ogy buil di ng.

SCT refers to the 1A-Plus integrated software (or files created
by) purchased from Systens and Conputer Technol ogy Corp

DEC refers to the conputer hardware and software purchased from
Conpaq Conputer Corporation (formerly Digital Equi prent
Cor por at i on)

Appendi ces docunent specific information that changes over tine
and contains checklists used as part of disaster recovery or
pr epar edness.
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CHAPTER 1
DATA CENTER SECURI TY AND SURVI VAL

The Data Center is |located on the third floor of the Center for
Appl i ed Sciences and Engi neering Technol ogy building. The Center
is constructed of concrete block for 3 walls and one wall of sheet
rock wwth a reinforced concrete floor and ceiling (the ceiling is
al so part of the building roof). A steel raised floor sitting
atop the concrete floor elevates the floor work surface to provide
air conditioning ducting, electrical power cabling space, and
hardware wi ring space. A suspended ceiling constructed of netal
grid-work and fireproof ceiling tiles conceals heat and
ventilation ductworKk.

An uninterruptible power supply (UPS) system provides conditioned
110-volt power to all critical conputer equipnent. In the event
of a conpl ete power outage, the UPS system provi des battery back-
up power for a period of approximately 20 mnutes. This will vary
dependi ng on how qui ckly ancillary equi pnent such as printers can
be powered of f.

Two fireproof doors provide ingress/egress to the Data Center.

One door opens directly into the Admnistrative Conputing Ofice
conmon open area and is used for nornmal access to the Data Center;
t he door has a keyed lock. The Adm nistrative Conputing Ofice
common open area is | ocked fromb5:00pmuntil 8:00am each busi ness
day and whenever the area i s unoccupied during the business day.
The ot her door has a keyed | ock and functions as an exit into an
adj acent hallway in event of fire but can be used as an entrance
to the Data Center.

A third fireproof door provides energency egress through an
adj acent classroom the door only opens fromthe Data Center side
of the door.

Fire protection is provided by an ANSUL | nergen sensor activated
fire suppression system Fire sensors are |ocated under the
raised floor and at ceiling height. There are manual fire
suppressi on activators |ocated at each Center door. There is a
conventional fire extinguisher |ocated at each egress door. There
is a conventional fire extinguisher |located in the Admnistrative
Conputing O fice conmmon open ar ea.



CHAPTER 2

ACTI VI TI ES SUPPORTED BY THE ADM NI STRATI VE
COVPUTI NG DATA CENTER

2.1. Admnistrative Conputing

2.1.1. Admnistrative conputing is processed on a DEC
Al phaServer Mdel 2100 conputer |ocated in the Data
Center. Admnistrative conputing is acconplished via
conput er software purchased from Systens & Conput er
Technol ogy Corporation (SCT) and LSSU written prograns
t hat conpl enent the SCT software.

2.1.2. SCT software nodul es supported are:
- Alumi Devel opnent (ADS)
- Financial Resources (FRS)

- Financial Accounting
- Accounts Payabl e
- Purchasing
- Human Resources (HRS)
- Payroll
- Loan Managenent (LM5)
- Student Information (SIS)
- Adm ssions
- Billing & Receivabl es
- Financial Ad
- Housing
- Registration
- Schedul i ng
- Z-Support (ZSS)



2.1.3. Data Backup and Protection

2.1.3.1.

2.1.3.2.

Production data files are backed-up to nmagnetic
tape cartridge nightly, after applicable nightly
update processing, and stored offsite in a
fireproof file box |located in Canpus Security
Ofice located in the Adm nistration Building.
Two days of backups are stored offsite.

During daily online update processing, each on-
line transaction is witten to a check-pointer
data file. The check-pointer file can be used to
recreate a day’'s online update entries in a
recovery situation. The check-pointer files are
backed-up as part of the production data files
backup.



CHAPTER 3
STANDBY COWPUTER FACI LI TY

A DEC Al phaServer Mdel 1000 conputer is setup and tested to
provi de standby conputer processing capability in the event of a
serious disaster in the Data Center. The DEC Al phaServer 1000
conputer is physically located in the same Conputer Qperations
roomas the main adm nistrative conputer. At the begi nning of
each academ c senester a Business Recovery Checklist (Appendix D)
is conpleted to verify equi pnent and supplies are in their

assi gned place; a copy of the conpl eted Busi ness Recovery
Checklist is sent to the D saster Recovery Coordi nator

The SCT applications - ADS, FRS, HRS, LM5, and SIS - have been
tested on the DEC Al phaServer 1000 conputer to ensure software
conpatibility with the production SCT applications on the DEC
Al phaServer 2100.

If a disaster in the Data Center nmade the DEC Al phaServer 2100
conput er and networ k equi pnment unusabl e, the DEC Al phaServer 1000
conputer and rel ated stored equi pnent can be noved anywhere on-
canpus and setup to provide limted online access froma
centralized |location. H gh volunme and hi gh-speed print capacity
may be reduced since only printers fromother offices may be
avail able to print reports.

If a disaster in the Data Center nmade the DEC Al phaServer 2100
conput er unusabl e but |left the network equi pment useable, the
networ k community woul d have access to the DEC Al phaServer 1000
conputer fromtheir termnals in their offices.

If forced into utilizing the standby conputer, the degree of
degradation with respect to conputer systemresponse tine is not
known, but it would certainly be significant enough to require
prioritization of user access.



Chapter 4
APPLI CATI ON RECOVERY PRI ORI Tl ES

4.1. Establishing Application Priorities

4.1.1.

4.1. 2.

Critical Applications are those that nust be recovered

during a disaster in order to support key University

functions. Each application should be identified as

ei ther:

_ Essential to the University's survival (dass 1)

_ To be recovered after Cass 1 if processing
resources are available (dass 2)

— Not avail able during recovery operations (O ass 3)

The priority of recovering applications will be

devel oped and approved by the D saster Recovery
Coordinator after consultation with appropriate users
and Adm ni strative Conputing personnel. The point
during the academ c senester and busi ness cal endar
that a disaster occurs will affect recovery priorities
and schedul es.

4.2. Ceneral priority for recovering applications

4.2. 1.

4.2. 2.

4.2.3.

H gh priority (dass 1) applications are:
_ Payroll

_ Student grades

_— Student scheduling

Applications to recover as nore resources becone
avail able (O ass 2):

_ Accounting (daily)
_ Student records
_ Adm ssi ons
— Billing & Receivable
_ Fnancial Ad
— Housing
— Registration

Applications to recover as soon as possible (dass 3):
— Accounting (nonth-end/year end)

— Ad hoc report requests (FOCUS)

_ Student Loan system processing

_ A umi Devel opnment system processi ng



CHAPTER 5
WHAT TO DO IN THE EVENT OF A DI SASTER

5.1. First Steps

A disaster may create a situation in which data backups
are the only surviving University records. It is
natural, given the excitenent and confusion of an
enmergency, to overlook the need to safeguard these
files.

Copyi ng data backup files and returning the originals to
their off-site | ocation nust take precedence over al
activity once the recovery process has begun.

In the event of a disaster within the Data Center while
occupi ed by LSSU staff, some or all the follow ng
actions nust be taken i medi ately depending on the
nature of the event. The Director of Admnistrative
Conputing or designate or nost senior Data Center

enpl oyee may direct the actions.

The FIRST priority is to ensure the safety of al
per sonnel .

_ Determine if inmmedi ate evacuation of the Data Center
is required
_ Contact SECURITY and instruct to alert nedical and
saf ety departnents
_ Direct damage Iimting neasures to be taken if
adequate time and still insure personnel safety
_ Tenporarily manually override fire suppression
systemin order to allow assessnent of the
situation
_ Renove source of potential danage
_ Use fire extinguishers when appropriate
_ Initiate conputer shutdown procedures for conputer
processing, electrical services, and air
condi tioning operation
_ Cover conputer equi prrent with waterproof coverings
_ Secure and/or renove appropriate backup file nedia
_ Use the Energency Call List (Appendix A) to notify
t he Di saster Recovery Coordi nator and D saster Team
Leaders



5.2. Disaster Recovery Teans

D saster Recovery is the responsibility of:
_ Disaster Recovery Coordi nat or

— Network Recovery Team

_ Operations Recovery Team

_ Systens Recovery Team

5.3. Disaster Recovery Teans Headquarters

_ If the Center for Applied Sciences and Engi neering
Technol ogy (CASET) Building is determ ned by the
D saster Recovery Coordinator to be safe, the
Recovery Teans will mneet in room CAS302

_ If the CASET Building is hazardous or not usable and
danmage is confined to that building, the Teans w ||
neet in the conference roomin the Admnistration
Bui | di ng

_ If the conference roomis determ ned by the D saster
Recovery Coordi nator not to be safe or avail able, the
Teans will neet in the Kenneth J. Shoul dice Library

_ If the canpus facilities are not able to be used, it
is presuned the disaster is of such proportion that
pronpt response by the Data Center is not of
par anount i nportance

5.4. Initial Recovery Meeting

The Di saster Recovery Coordi nator, D saster Recovery
Team Leaders and Di saster Hi storian will neet a soon as
possi bl e after the disaster occurs. The purpose of the
neeting will be to nmake initial assessnents of danage
and assign recovery tasks using the Initial D saster
Recovery Team Meeting Checklist (Appendix E). A Follow
up Recovery Meeting will be schedul ed.



CHAPTER 6
CRI TERI A FOR ASSESSI NG THE SI TUATI ON

This chapter defines the criteria that will be used in assessing a
situation to determ ne what scal e of disaster should be decl ared
and the tasks that nust be activated depending on the severity of
t he situation.

The | evel s of Di saster covered are:

M nor

Maj or

Cat ast rophi c

6.1. Disaster Recovery Processes and Scenari os

A disaster may create a situation in which data backups are
the only surviving University records. It is natural, given
t he excitenment and confusion of an energency, to overl ook the
need to safeguard these files.

Copyi ng data backup files and returning the originals to
their off-site | ocation nust take precedence over al
activity once the recovery process has begun.

The decision to declare a Major or Catastrophic D saster wll
be taken by the D saster Recovery Coordinator after assessing
the situation. It is assuned that the situation wll be
classified as a disaster if it nmeets the criteria defined in
the follow ng sections (i.e. Mnor D saster, Mjor D saster,
and Catastrophic Disaster).

If the D saster Recovery Coordinator decides to initiate

D saster Recovery procedures, all nenbers of D saster
Recovery Teans will follow the procedures contained in this
docunment until the recovery is conplete.

The process of recovery follow ng a disaster involves three
(3) phases:

1. The initial response from Managenent
2. I nplementation of this Contingency Plan
3. Restoration of normal conputer operations

Al though the three phases occur in every recovery situation
the activities and the people involved vary according to the
nature and severity of the situation.



The following sections identify key activities that wll
activated depending on the scale of the disaster.

6.2. Mnor D saster

A Mnor D saster is defined as an event that partially
interrupts the services provided by the Data Center.
Restoration of normal services following a Mnor D saster
will generally be within 4 hours but could extend to 2
busi ness days.

Exanpl es of M nor Disasters are:

_ M scel |l aneous Conputer or Network Hardware Failure
_ Data Corruption
_ System Failure (Conputer Software)

M nor disasters are catered for through the concepts and
technol ogies inplenented in the Data Center. Sone of the
recovery nmethods are transparent to the general user-

be

community, or may affect a select nunber of individual users.

6. 3. Major D saster

A Major Disaster is defined as any event which could result
in services supplied by the Data Center being interrupted for
a period of time in excess of 2 business days but does not
i nvol ve the Data Center being destroyed or conputer equipnent

danaged beyond repair.

Exanpl es of Major Disasters are:

_ Data Center's electrical wring conpletely destroyed

(water, fire, electrical short circuit, etc.)

_ Data Center's equipnment partially disabled but repairable
by vendor field engineers or LSSU enpl oyees (water, fire,

el ectrical short circuit, mechanical, etc.)

6. 4. Catastrophic D saster

A Catastrophic Disaster is defined as any event which could
result in Data Center Services being interrupted for a period
of time in excess of 2 business days and may involve the Data

Center being conpletely destroyed.

Exanpl es of Catastrophic D sasters are:

_ Data Center's major conponent equipnment destroyed (fire,

etc) but Data Center physically intact
_ Data Center conpletely destroyed (fire, etc)



CHAPTER 7
DI SASTER RECOVERY TEAM STRUCTURES AND RESPONSI BI LI TI ES

Team Structures and Responsibilities

The Di saster Recovery Coordinator is responsible for deciding
if the situation warrants the declaration of a Mjor or
Cat ast rophi c D saster.

When a Major or Catastrophic D saster is declared the

organi zations defined in this section cone into force and
general | y supersedes any current nmanagenent structure for the
duration of the disaster.

The Recovery Teans w |l include, but not necessarily be limted
to, the follow ng:

_ Disaster historian

— Network Recovery Team

_ Qperations Recovery Team
_ Systens Recovery Team

The foll ow ng sections define the Charter and Responsibilities of
t he D saster Recovery Coordi nator and of each Recovery Team

i nvol ved in the execution of the Disaster Contingency Plan.
Undert aki ng predefined activities that are specified by the
follow ng Charters and Specific Responsibilities fulfills
responsibilities. The Initial D saster Recovery Team

Meeting Checklist and Fol |l ow-up D saster Recovery Team Meeti ng
Checklist (Appendices E & F) will be used to initiate the recovery
process with other assignnments and checklists made as needed.

7.1. Di saster Recovery Coordi nator

The D saster Recovery Coordinator is responsible for
providing overall direction of the Data Center recovery
operation. The Coordi nator ascertains the total extent of

t he danage, activates the recovery organi zation and notifies
Recovery Team Leaders.

7.1.1. Charter

The Coordinator is totally responsible for:

_ Restoration of the Data Center to provide the correct
| evel of operational service to key users

_ Managenent of all the recovery teans and liaison with
appropriate users, etc

— Ensuring audit and security control is maintained
during recovery from di saster



— Ensuring energency costs and expenditures are
control I ed and recorded

— Ensuring proper communication with internal and
external parties as to the inpact of the D saster,
the recovery status and plans for continued Business
operation

7.1.2. Specific Responsibilities

_ Ensure staff safety and wel fare

_ Evaluate the extent of the problem and potenti al
consequences

_ Initiate disaster recovery procedures

_ Coordi nate recovery teans

_ Informthe President of the recovery activities

_ Liaison with user managenent

_ Monitor recovery operations and assure schedul e
acconpl i shnment

— Negotiate with vendors

_ Expedite authorization of expenditures by recovery
t eans

_ Ensure all recovery operations are docunented by each
recovery team

_ Record energency extraordi nary costs

_ Ensure a detail ed accounting of danage is performnmed
to aid in insurance clains

_ Ensure conputer security standards are adequately
noni t ored

— Nane replacenents to fill in for absent or disabled
di saster recovery team nenbers

_ Assign the Disaster Hi storian responsibility

7.2. Disaster H storian

The Disaster Hstorian is responsible for establishing and
mai ntaining a record of all disaster recovery activities.
This history will be a record of events for subsequent
reviews and debriefings with governnment agencies, insurance
conpani es, vendors, and suppliers. 1In addition, the

H storian will assist by docunenting the anal ysis and
concl usi ons of various Recovery Teans and ot her interested
personnel during and after the disaster. The D saster
Recovery Coordinator will appoint the D saster H storian.

7.2.1. Specific Responsibilities

The Hi story shall include:

— A chronol ogi cal |og of disaster events
— A chronol ogical |og of recovery steps
_ Analysis of cause of disaster



Hours and dol | ars expended by recovery tasks
Concl usions with respect to ways in which the
interruptions and/ or cost coul d have been reduced
Recommendations to mnimze inpacts of a future
di saster

7.3. Network Recovery Team

The Network Recovery Teamis responsible for establishing a
m ni mum conput er network and tel ephone network to support
critical users.

7.3.1.

Charter

The Network Recovery Teamis totally responsible for:

7.3.2.

O dering (if necessary) conputer network hardware to
support critical users

Suppl ying and setting up appropriate network software

Installing a m nimumvoi ce network to |ink Data
Center personnel with key users

Provi di ng appropriate staffing
Specific Responsibilities

Determ ne extent of damage to the voice and data
networks and initiate repairs

O der repl acenent hardware

Setup a mninumdata network and voice network to
link Data Center or standby facility with key users
Provi de sufficient personnel to support network
repairs

Reconfi gure standby equipnent, if required
(Appendi ces G and H)

Cenerate and test the network prior to hand-over to
Oper ati ons Recovery Team

Manage the network to neet user requirenents
Assist with negotiations wth vendors

7.4. Qperations Recovery Team

The Operations Recovery Teamis responsible for establishing
m ni mum conput er processing capabilities to support critical

users.



7.4. 1.

7.4.2.

7.4.3.

Charter

O dering (if necessary) conputer hardware for both
the standby facility and the main Data Center

Restoring an up-to-date conputer software environnent

Provi di ng appropri ate managenent and staffing of the
standby Data Center in order to nmeet mninumlevel of
user-requirenents

Specific Responsibilities

Determ ne the extent of equipnent usability
O der repl acenent hardware

Notify operations personnel of required activities,
| ocations and schedul es

Setup a working environment on the conputing
equi pnrent at the standby facility in conjunction with
the Systens Recovery Team and Network Recovery Team

Oversee and coordinate all interimoperation
functions and equi pnent recovery

Provi de sufficient personnel to support conputer
operations at the standby facility

otain all necessary backup material fromoffsite
st or age

Reconfi gure standby equipnent, if required
(Appendi ces G and H)

Supervi se systens generation and test prior to hand-
over to the Systens Recovery Team

Schedul e and direct return to normal processing
Initiate conputer operations at the standby facility
Manage the standby facility to neet user requirenents
Establ i sh Tape Library functions at the standby
facility

Provi de ongoi ng technical support at the standby
facility

Assist with negotiations wth vendors

Addi ti onal Tasks

Est abl i sh processi ng schedul e and i nform user
contacts

Arrange all necessary supplies

Reassenbl e and secure all applicabl e docunentation at
the standby facility



7.5. Systens Recovery Team
7.5.1. Charter

The Systens Recovery Teamis totally responsible for

_ Supporting operable versions of all critical
applications and process systens needed to satisfy
t he m ni mum operati ng requirenents

_ Providing support for all critical applications and
process systens at the standby facility

7.5.2. Specific Responsibilities

_ Wirk with the Qperations Recovery Teamin
reestabl i shing software and procedure libraries

—_ Wrrk with the Qperations Recovery Teamin
reestabl i shing databases to the | ast backups, and
where applicable, journal-file restoration

_ Coordinate the various User Groups to aid the
recovery of any non-recoverabl e data

_ Supervise the testing and resunption of critical
processi ng

— Run audit tests on the application systens which are
processed, shortly after transfer to the standby
facility and after transfer back to the main Data
Cent er

_ Performa detailed audit review of the critical files
after the first production cycle has been conpl eted

_ Inform Qperations Recovery Team of backup files

needed

_ Provide technical assistance to Qperations Recovery
Team

_ Oversee and coordinate all interimsystens and

programm ng functions and systens recovery
_ Schedul e and direct return to normal operations



CHAPTER 8
DI SASTER CONTI NGENCY PLAN REVI SI ONS AND TESTI NG

8.1. Revisions

At the direction of the D saster Recovery Coordi nator the

Di saster Recovery Plan will be reviewd every year

Revi si ons of nanes, phone nunbers, procedures, and equi pnent
wi Il be nade and a revised Plan will be distributed.

8.2. Testing

At the direction of the D saster Recovery Coordi nator at

| east once every 2 years a disaster wll be sinmulated to test
the Di saster Recovery Plan by running priority applications
in parallel node on a backup system

At | east once each academ c senester one specific SCT
application (ADS, FRS, HRS, LMs5, or SIS) wll be tested by
Conput er Qperations to sinulate applicable nightly processing
on a backup conputer system A neno stating the scope of
testing and the results will be sent to the D saster Recovery
Coor di nator and each Recovery Team Leader.

Conput er Qperations and the appropriate system anal yst to
sinmul ate applicable nightly processing and online

i nqui ry/update processing will test each tinme there is a Wb
operating system upgrade, one SCT application. A nmeno
stating the scope of testing and results will be authored by
test participants and sent to the D saster Recovery
Coor di nator and each Recovery Team Leader.

Each time there is installation of a major upgrade to an SCT
application, Conputer Operations and the appropriate system
anal yst to simulate applicable nightly processing and online
i nqui ry/update processing will test the application. A neno
stating the scope of testing and results will be authored by
test participants and sent to the D saster Recovery
Coor di nator and each Recovery Team Leader.

Each tinme there is installation of a major upgrade to the SCT
ZSS system Conputer Qperations and the appropriate system
analyst to sinulate online inquiry/update processing wll

test one SCT application. A meno stating the scope of
testing and results will be authored by test participants and
sent to the D saster Recovery Coordi nator and each Recovery
Team Leader .



Appendi x A
Enmergency Call List/D saster Team Leaders

In the event of a disaster the foll ow ng people are to be
notified imediately in the sequence in which they are |isted:

1. LSSU Security . . . . . . . . . . . . . . . . . . . 635-2210
2 Dr Qrer Prewett (D saster Recovery Coordinator) . . 635-6805
3. Jerry Stephens (Operations Recovery Team Leader). . 632-4382
4. Ceorge Rye (Systens Recovery Team Leader) . . . . . 647-2216
5. Scott dson (Network Recovery Team Leader). . . . . 632-2402

In the event it is necessary to provide notification of a disaster
during a period when the Data Center is unoccupied, it is expected

that a Security Oficer will initiate the notification procedures
outlined above until one team nenber is contacted. The team
menber notified by Security wll conplete the notification

process.



APPENDI X B

COVPUTER VENDOR AND GENERAL SERVI CES PHONE LI ST

Conput er Vendors and Addresses:

Emer gency and Cener al

D gital Equi prent Corp
800- 354- 9000 Har dwar e/ Sof t war e

Serial # AGD2414017

Access # 82710

Nat i onal Conput er

1324 CGoldsmth

Pl ymouth, M 48170
Cont act Person:

800- 686- 6274

Servi ce

Al r Conditioning
Equi pnment Pur chases

Keys

Per sonnel
Physi cal Pl ant
Security (Canpus)

Anbul ance

Fire

Hospi ta
Police - Gty

Resour ces,

Davi d St ei nhauer

Servi ce Phone Li st

On- canpus
Depart ment

Physi cal Pl ant
Pur chasi ng
Physi cal Pl ant
Human Resour ces
Physi cal Pl ant
Security

O f - canpus

I ncor por at ed

Phone

X2372
X2626
X2372
x2213
x2371
x2210

632- 2226
632- 3344
635- 4460
632- 2216



APPENDI X C
SOFTWARE, FORMS, DOCUMENTATI ON , ETC. STORED OFFSI TE

Application software

Al adm nistrative application software is stored on each
appl i cabl e conmputers' disk drives.

Al phaServer 2100

Application software is backed up to nagnetic tape
cartridges every Mnday through Friday, utilizing DEC
storage systemsoftware. |Information about the magnetic
cartridge backups is stored in the storage system

sof tware dat abase, which automatically updates data file
creation dates and expiration dates, and tracks the
physi cal cartridges involved. Each norning, the
magneti c tape cartridge backups are noved off-site for
two business days to a fireproof file box located in
Canpus Security Ofice located in the Adm nistration

Bui l ding, at which tine the ol dest busi ness day’ s tapes
are returned.

Al phaServer 1000

Application software is backed up to nagnetic tape
cartridge only as requested.

System Software (Operating system utilities)
Al phaServer 2100

The system di sk pack, which houses the Qpen VNGB
operating systemand all systemutilities being
utilized, is backed up once each week to magnetic
cartridge. The backup is perforned after the nightly
processing is conpleted, but the day of the week may
vary. The follow ng norning, the backup volune is noved
to a fireproof file box located in the Canpus Security
Ofice located in the Admnistration Building, and the
previous week’ s backup is returned.

Al phaServer 1000

This system pack is al so backed up weekly to magnetic

tape cartridge typically during the course of nornal
busi ness hours.



Oper ati ons Room Per sonal Conput er

The PC in the operations roomis used to provide access
to the Al phaServer 2100, Al phaServer 1000, and the

Net wor k.  Throughout the course of normal operation,
files are copied fromthe Network to the A phaServer
2100, and vice versa. As such, this PCis critical to
t he conputer operations nightly processing. The PCis
equi pped with a backup tape drive, and is backed up
weekly. These backups are all stored on-site, in a
fireproof filing cabinet.

Qperating Systemand System Utility Manual s

Copi es of vendor supplied conputer operation manuals are kept
inthe Data Center. It is expected that in a disaster the
vendors woul d expedite delivery of needed manual s

Application Software Manual s
Vendor supplied manual s

A copy of vendor supplied application software nmanual s
is kept in the Admnistrative Conputing area by the
system anal yst responsible for the applicable system

It is expected that in a disaster the vendor woul d
expedite delivery of needed manuals. Docunentation for
SCT supplied prograns is available for online query from
within the applicable system (ADS, FRS, HRS, LM5, SIS).

LSSU aut hor ed docunent ati on

Copi es of procedures and conputer job run streans are
stored in the Data Center with an additional copy stored
in a |locked cabinet in the Leno Pianosi Mintenance
Bui | di ng. LSSU aut hored prograns and run streans
general Iy contai n enbedded docunentation and comments
whi ch are available by viewing via termnal (using an
editor) or by printing to a printer.

Preprinted Fornms and Stock Paper

Forms and paper supplies sufficient for several weeks
processing are stored in the Data Center

The Receiving Departnent in the Leno Pianosi Mintenance
Bui | di ng has an anpl e supply of 8.5x11 cut-sheet |aser
printer paper. It is assuned that | ocal office supply

busi nesses woul d be able to provide other generic paper

qui ckly, including 14x11 conputer paper. Additionally, the
agreenment LSSU has with O fice Depot guarantees next-day
delivery of office supplies.



Payrol I and Accounts Payabl e check stock is maintained by the
Business O fice and is supplied to the Data Center as the
Data Center stock is depleted.

O her offices with special forns are required to keep a
supply of these fornms in their respective areas.



APPENDI X E
| NI TI AL DI SASTER RECOVERY TEAM MEETI NG CHECKLI ST
Esti mat ed
Conpl eti on
Assigned to Ti me Conpl et ed

Assess the nature and
extent of the disaster:

- Mnor
- Mjor
- Catastrophic

Assess the status of
Data Center:

Cont act appropriate
of ficials:

- University President

- Appropriate Business & Academ c Departnent Heads
- Physical Plant

- Digital Equipnent

- Purchasing

- I nsurance

Report on damage

assessnent
- Data Center
Usability

- Conput er Hardware

- Data Backups

- Sof tware Backups

- Conmmuni cati ons

- Security of Center

- Qher Facility
Contents

- Suppl i es/ Forns

Prepare statenent for
students and University
per sonnel

Establish tinme for
nmeeting to report
danmage assessnments w
recomendat i ons




APPENDIX F

FOLLOW-UP DISASTER RECOVERY TEAM MEETING CHECKLIST

Recovery Tasks To Be Completed At This Meeting Complete

Obtain & integrate damage assessments
Identify & quantify production capability of the
data processing unit that can be available
production within a few days with time estimates
Evaluate the need to utilize backup facility
Request production cycle schedule with
recommendations of which high priority jobs need to
be done
Identify cleanup and repair requirements to support
production and start the cleanup and repair

Recovery Task To Assign At This Meeting Assign | Complete

To:

Assign responsibility for Backup software &
production preparation and | @pplications

. . Backup
startup of production: Documentation

Supplies and
Forms

Schedules

Technical Support

Personnel

Determine the specific requirements for
each vendor and assign contact
responsibility

Ensure that all data is recorded for
history outline

Notify appropriate authorities of extent
of disaster and action required

Schedule next recovery meeting




APPENDIX G

MAINFRAME COMPUTER CONFIGURATIONS

Hardware
Digital AlphaServer Model 2100 (Acquired January 1996)
One 300-Mhz Processor
512-MB memory
Two PCI SCSI controllers (KZPSC-AA), Fast-Wide, RAID capable
One 2.1-GB disk drives
Seven 4.3-GB disk drives

Digital AlphaServer Model 1000 (Acquired January 1996)
One 233-Mhz Processor
128-MB memory
Three 4.3-GB disk drives

Tape Drives
Two TF857 cartridge tape drives, attached to the Model 2100 Server
One TSZ07 9-track tape drive attached to the Model 2100 Server
One TZ86 cartridge tape drive, attached to the Model 1000 Server

Printers
Two LGOS line printers
One LPS17 laser printer
Two LN17 laser printers
One LN14 laser printer

System Software
Digital AlphaServer Model 2100

OpenVMS 6.2
COBOL v2.2
FORTRAN
C++
Storage Library System v2.6
POLYCENTER Scheduler v2.1
POLYCENTER File Optimizer for OpenVMS DFG V2.1A
DECprint Supervisor for OpenVMS v1.1

Digital AlphaServer Model 1000
OpenVMS 7.1
COBOL v2.4

Application Software
Digital AlphaServer Model 2100
Focus v6.9.2
SCT ZSS v1.14
SCT SIS v1.18
SCT FRS v3.0
SCT HRS v4.10
SCT ADS v2.20
SCT LMS v2.00
Resource 25 v1.5

Digital AlphaServer Model 1000



Focus v6.9.2
SCT ZSS v1.14
SCT SIS, FRS, HRS, ADS, and LMS
(These systems may be loaded depending on development requirements)

Security
OpenVMS
SCT ZSS operator number, screen and data element security
SCT value-based security, where provided
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