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Agenda Item #1: Information Technology Update

X Information [ ] Action [] Discussion

Purpose:

To provide an update on recent Information Technology projects and operational improvements.
These efforts enhance campus infrastructure, strengthen systems reliability, and support the
academic and administrative needs of students, faculty, and staff.

Background:

Information Technology continues to make targeted infrastructure upgrades, resolve operational
issues, and support key university projects. Over the past quarter, several initiatives were
completed that improved connectivity, streamlined processes, and enhanced collaboration with
departments across campus.

Recent Highlights:

Completed the final phase of wireless access point replacements, including the challenging
installation at the top of the CFRE building. This allowed IT to retire the old Ruckus wireless
network and move the entire campus onto one updated, reliable system. This not only improves
connectivity and reduces maintenance complexity but also supports LSSU’s strategic goal of
advancing STEM education and research. The upgrade enables the Engineering Department, in
partnership with Michigan Tech, to launch a new water monitoring station without requiring
additional hardware or expense, furthering LSSU’s commitment to innovation and regional
collaboration.

In collaboration with the DTE project team, technical issues preventing data sharing between
campus HVAC systems and the project database were resolved. This restored the flow of
information needed for energy monitoring and efficiency efforts, supporting campus
sustainability goals and long-term cost savings initiatives.

Over the summer, Information Technology opened a second teaching computer lab in
Considine Hall, expanding student access to instructional technology and hands-on learning. At
the same time, computer resources were realigned to match student demand, ensuring
technology is available where it will have the greatest impact.



The Financial Aid Office experienced two staff departures this summer, including the loss of
their primary technical resource. IT partnered with the office to provide critical support, helping
to stabilize operations, ensure continuity at the start of the academic year, and plan for future
needs. This collaboration has allowed processes to remain steady, and the office is now
positioned to move forward with confidence.

Information Technology improved the onboarding process for new students by updating system
scripts, which resolved access issues for student workers and ensured all new students now
automatically receive Microsoft and Zoom licenses. These changes streamline the start-of-
semester experience, reduce support requests, and provide students with the tools they need
from day one.

In collaboration with Northern Michigan University, a library system file was corrected and
resubmitted, restoring seamless access for LSSU students. This ensured students could check
out materials and fully utilize library resources without disruption.

These updates reflect IT’s ongoing commitment to providing a secure, reliable, and user-
focused technology environment. By addressing immediate needs while advancing strategic
projects, we are positioning campus systems to better support teaching, learning, and
operations.

Suggested Action/Motion:

N/A

President’s Recommendation:

N/A
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Agenda Item #2: Information Technology Security

X Information [ ] Action [ ] Discussion

Purpose:
To update the Board of Trustees on recent cybersecurity initiatives aimed at reducing
institutional risk, improving compliance, and preparing for future threat response capabilities.

Background:

Information Technology continues to prioritize cybersecurity as an essential component of
institutional resilience and regulatory compliance. Recent work has centered on implementing
stronger controls, accelerating response capabilities, and preparing for the launch of around-
the-clock monitoring through Merit's Security Operations Center.

Key actions taken include:

e Michigan State Police Cyber Command Tabletop Exercise:
In August, LSSU hosted a cybersecurity tabletop exercise in partnership with the
Michigan State Police Cyber Command. Held in the Lajoie Board Room, the exercise
simulated a multi-day cyberattack, walking participants step by step from the initial
incident through the resolution phase. Representatives from the Sault Tribe, Cloverland
Electric, the ISD, and LSSU actively participated, strengthening coordination and
response strategies across regional partners. The exercise provided valuable insight into
preparedness, highlighted areas for improvement, and the lessons learned are now
helping to shape LSSU’s upcoming integration with the Merit Security Operations Center
(SOC), positioning the university to move from practice-based preparation to real-time
protection.

e Integration with Merit Security Operations Center (SOC):
Following the Board’s approval last month, Information Technology has begun the
onboarding process with Merit's Security Operations Center (SOC). This phase includes
configuring system connections, establishing monitoring protocols, and coordinating
incident response procedures with Merit's team. The project remains on track, with a
planned go-live date at the end of October. Once fully integrated, the SOC will provide
24/7 monitoring and response capabilities, significantly strengthening LSSU’s
cybersecurity posture and reducing institutional risk.

e Threat Blocking and Visibility:
The University continues to actively defend against malicious traffic from foreign actors.



Over the past 90 days, our systems have blocked more than 2 million attempted
connections originating from countries such as Iran, Russia, and Lithuania. While activity
remained relatively low during the summer months, we have seen clear spikes since
students returned to campus. During this same period, IT successfully prevented over
6,000 critical-level intrusion attempts, blocked 10,000 malicious websites, and
intercepted 1,600 phishing attempts. These trends show how threat activity increases
with the academic calendar and highlight the importance of maintaining strong, proactive
cybersecurity defenses.

Next Steps:

e Coordinate with the Michigan State Police Cyber Command to schedule an on-campus
cybersecurity awareness training session for faculty and staff.

o Develop an internal incident response plan to ensure LSSU can respond quickly and
effectively to cybersecurity events, complementing the capabilities provided through the
Merit SOC.

These initiatives are essential to protecting university data, maintaining uninterrupted
operations, and providing a safe digital environment for students, faculty, and staff.

Suggested Action/Motion:

N/A

President’s Recommendation:

N/A
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Purpose:

To provide an update on recent website improvements completed over the summer and outline
ongoing and upcoming enhancements. These efforts continue to support recruitment,
accessibility, and operational goals across the university while improving user experience.

Background:

The university website serves as a primary point of engagement for prospective students,
families, and the community. Over the past several months, Information Technology has
implemented updates designed to improve usability, highlight key information, and strengthen
the site’s role as a recruitment and communication tool.

Major Improvements:

o Fast Facts Section: Added to the homepage to provide prospective students and
families with quick, impactful data points. Accompanied by a reduction of the footer and
whitespace to minimize excessive scrolling.

e Search Functionality: Replaced the in-house search tool with Google’s Programmable
Search, delivering more accurate and relevant results with improved ranking.

Ongoing Improvements:

e Content Updates: In the past three weeks alone, more than 35 pages across nine
departments including Financial Aid, Lukenda School of Business, Charter School,
Athletics, Arts Center, and the School of Engineering & Technology ensuring information
remains accurate, timely, and student-focused.

e Navigation Restructure: Departmental pages are being reorganized to simplify
navigation, reducing the number of clicks it takes for users to reach important content.

Looking Ahead:

e Anew site header is being designed to modernize the look and improve usability.

e Light/Dark mode is in development to improve accessibility and meet user
expectations.

e A Community Resource Page will highlight LSSU’s role and partnerships in the region.



e A “Why LSSU” Page is under development to showcase the university’s strengths and
directly support recruitment and enrollment strategies.

These improvements position the website as a more responsive, secure, and student-focused

tool, supporting LSSU’s digital engagement and recruitment efforts.

Suggested Action/Motion:

N/A

President’s Recommendation:

N/A



